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POLICY PROCESSES

How is policy constituted?
What policy issues matter?
What are structures of participation in policymaking?

policy, the work of the Office of the Privacy
Commissioner, and Terms of Service on
mobile platforms?

privacy; they are aware that information and location
data are constantly collected from their devices:
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phone company, your provider, you're

(Stephanie)

Privacy through obscurity
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than privacy legislation:
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| feel like because they have so much

being one in the millions. (Amy)

Ambivalence toward data collection

Participants implicitly trusted that marketers would not

do anything explicitly harmful with their information,
but the idea of being tracked was ‘creepy’:

‘ You kind of have to weigh it out: do |
want to be tracked by this and get the
service? Or do | want my privacy?
(Bianca)
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Activism—what are effective modes of intervention to shape policy?

How is mobile privacy situated within federal

Young people are savvy about their informational mobile

When you sign your contract with your

basically just signing away — just bring
on the merchandise and the marketing.

Participants felt that because data collection is invisible
and ubiquitous, they were protected by obscurity, rather

information, like, they have everyone’'s
information, | guess | feel better about

Canada

POLITICAL ECONOMY OF MEDIA SYSTEMS

Younqg People & Mobile Phone Privacy in Canada:

THE MODEL OF DIGITAL POLICY LITERRCY

Applying a Model of
Dig1tal Policy Literacy

How are young people’s everyday experiences of privacy in mobile environments
shaped by policy processes, the political economy of media systems, and infrastructures?
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INFRASTRUCTURES

- What are the socio-political relations surrounding the ownership, pro- —»

duction, distribution and consumption of media?

v

How do they reinforce, challenge or influence social relations
of class, gender and race?

The Canadian wireless industry is dominated by the Big Three:
Rogers; Bell; Telus. They account for 95% of the Canadian
market and enjoy the highest profit margins of any wireless
corporations in the developed world.

The lack of market competition was a key factor in
frustration with the structure of Canadian mobile
service provision:

‘ ‘ They cheated me. (Lara)

‘ ‘ Everyone hates Bell. (Michelle)
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CONCLUSIONS

In policy discourse, young people’s mobile privacy is constructed
as a consumer right.

In our studies, young people understood that privacy is a tenuous
right in mobile apps that are predicated on data collection, but
believed that managing privacy on mobiles is a matter of individual
responsibility, not a broader policy concern.

In this context, the digital policy literacy framework can provide a
rejoinder to dominant consumer framing of privacy.

e Privacy should be seen as a fundamental right in a
democratic society.

e Consumer complaints can be an entryway into increased
mobilization around consumer and citizen concerns about
the wireless infrastructure in Canada.
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How do technological affordances and design activate
or inhibit online interactions?

What is their impact on ownership of content?

What is their impact on protection of personal privacy?

Mobile infrastructures encompass technical infrastructures
of operating systems — software to manage the hardware of
mobile devices, operating features, and related applications
such as location-based devices.

Control and consent in legal infrastructures
Participants wished to exert control over how their
information is collected and used, especially with
targeted advertising:
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Privacy policies as regulatory infrastructure
Participants described privacy policies as unclear, constantly
changing, and therefore difficult to fully understand the
extent of mobile data collection:
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If | choose it or if | download the app,
then clearly I'm open to it. (Vicky)

So it's sketchy, ‘cause it's one thing for you to
actively say you want to do that, but for them
to just assume that they will roll out this new
feature and you're going to use it whether
you like it or not. (Charles)

Location-based advertising
Intrusive forms of advertising that use location data to send
promotional SMS messages or pop-up ads to mobile devices
are annoying:

People get text messages from our friends,
‘ ‘ our family, it's personal. It's an intimate
way of connecting with people and not to
the rest of the marketing world. (Ariel)
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